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Innovation is in Our DNA

CONACTORS o m
| HOSPITAY | \-——

Dr. Garfield’s hospital in the California desert (1933)

= Pre-payment
= Group practice
= Prevention / total health

= Population-based
approach

= Clinical information
technology

= Hospital design
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Kaiser Permanente Stands for Total Health

Guided by a Mission and History:

To provide affordable, high-quality health
care services to improve the health of our
members and the communities we serve.
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Kaiser Permanente: The oldest group model health

maintenance organization, serving 8.8 million people in
eight regions across the U.S.

Kaiser Permanente’s capitated payment model Kaiser Permanente

places as much emphasis on keeping people healthy | programwide
as it does on caring for members when they are ill.

= 8.8 million members

= 35 hospitals

KAISER PERMANENTE = 454 medical office buildings
~ REGINS = 15,000+ physicians

= 164,000+ employees

o | = $42.1 billion annual revenue*
~ | = 65 years of providing care

| = Focus on prevention of
illness and disease

= Focus on community health
helps our patients

COHAWAIL
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Common Global Health Challenges

“Organizations will need to negotiate successfully

six major challenges.”
- U.S. Institute of Medicine

Best evidence process

Effective information technology
Knowledge and skills management
Effective teams

Measurement for continuous improvement and accountability

o a A~ b~

Coordination of care across conditions, services, and settings
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Health Care Reform Changes Everything

The Patient Protection and Affordable Care Act of 2010
Initiated the most significant changes in the U.S. health
care system since the establishment of Medicare in 1965.

The new law has the potential to improve lives in some important ways

= Approximately 32 million Americans, who today find themselves outside the U.S. health
care system, will have access to vital preventive services and care

= Move toward accountable care - rewarding more coordinated, high-quality care through
delivery system and payment system reforms

Now we have a pathway for large scale data exchange

= Programs under Medicare and Medicaid are to provide incentive payments to eligible
professionals and hospitals as they adopt, implement, upgrade or demonstrate
meaningful use of certified EHR technology*

&% KAISER PERMANENTE.
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The Physician Role Changes...

= One patient at a time

o = Only know about patients who
Traditional appear in your office

Model of Care - No use of IT
= Limited use of “extenders”

= Accountability for panel/population
New Model = Transparency

= Use of EMR, registries, internet
Elements o TEOBIIES, T

= Team care (including patient)

= Moving care out of Dr. office
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A Systematic Approach

Primary |Secondary, Acute | Chronic
Prevention Prevention Care Care
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...and accountability across the care continuum.
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EHRs Offer Foundational Data

DATA INFORMATION
-

% GAP

®
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CLINICAL UTILITY
TIME

Source: Michael N. Liebman, PhD e
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EHRs move vertically integrated care toward

improved clinically integrated care
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Application Lifecycle Management

Data Growth

Technology Lifecycle
< 5Syears <<

Information Availability
10- 30 - 110 years!




Biomedical Systems: Background

Providers

— Remote Access

H Affiliate Site
i Clinical Tech Devices

linical Technolog
Device
( More... )

Home
Clinical Technology Devices

C Glucometer ) C More...
@ome as HospitaD C Blood Presure

Kaiser Site
Clinical Technology Devices

(Infusmn Pumps) C Radiology )
( Monitors )C More... )

)

Local Access

Access

Personal Health
Record (PHR)
Member Portal

I T HL7 HL7 I
Facility Clinical Technology ASP
Servers @3“Party) [
T Clinical Data

—(

Facility Service Bus

XML/ HL7
6 Care Delivery h Y
KP.ORG & MyChart
[ KPHC ] [ LAB ] [ Pharmacy ] [ More... ] [
ngg;f/ Enterprise Service Bus Llfgggly
L Clinical Databases Clinical Images Documents Multi-media
C Biomedical Systems ) C Part Clinical Technology / Part IT ) C IT Systems* ) ( ASP / 3" Party )
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Institutional \
-eq. Hospital

~ N - Inter-Institutional

Layer 3 Switch

\ \ﬁm c:sr (
Chrdl ogy

,ls

Ambualoey
S\ Monitoring
\

Use Cases (UC)
1) Home Monitoring
2) Hospital

- SubAcute PoC
3)  Ambulatory
4)  Transport/inter-PoC

- Acute, Intensive/Critical
5) PeriOperative (ICU, OR)

- Emergency
6) ER/Mrauma (ETU), eg Burn]Unit
7) Rescue (Ambulance/MedEvac)
8) - Andillary (Renal, Echo, EKG, efc.)
). = MatamityOb {LRIDR)E) - bie) : \-XZTQ’{E'A'I"EK il«lz&um RF-D
10) Other- eg Nursing Home, MD Office/Suite ZZ WPAN:  Wircless Parsonal [/Pasiare] Arma Neswark

ZZ WBAN: Wireless Body Area Network

’
‘. Transpor
% Monifering
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Architectural Vision

— Faci"ty ﬁ _ Data Center ﬁ

| Bedside Biomedical Systems } [ ESB (Enterprise Service Bus) I{ IT Systems }
I
| ( Patient / Device Association ) | | v
| : FSB (Facility Service Bus) ] : S :
I
- I N [N )|
: (irI]D aatllt?:r:tllt:]? ) | Biomedical Time Services [ |
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P y | Device Gateway (NTP) | |
| FDA /L Care Delivery |
I : N [ : Systems |
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: > ~ _— >| FDA / N | e N |
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erting Leerd
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' Comee
I : Secuirty : |
| -
| I | I
| | Ve I |
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— Two-Way Data Flow X Z AN ENTE@
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Inpatient Biomedical Systems

= Connected to wired and wireless networks that
Isolate biomedical devices from non-critical and
business traffic to protect the systems and ensure
connectivity

= Outpatient Biomedical Systems may connect through
an isolated or shared network

= System dependencies
» Ensures bandwidth
« Security
* Single data source § KAISER PERMANENTE.
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Biomedical Systems: A Patient-Centric Focal Point

e e e e e —— ——

Patient Hub
(inpatient only)

o~

Smart Adapter §

-
o
>
Physiological
Monitors
L Ventilators
L IV Pumps
L More...

4

= Provides real-time comprehensive data
i to support patient safety and workflow

| Improvements

= Patient hubs allow data collected from

| different sources - will be FDA certified
| devices that move with patients
|

I

I

I

I

I

I

I

through the care environment

= Qutpatient areas will connect
Biomedical Systems to middleware
services through smart adapters.
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Smart Adapters

.
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E Connect Wireless Biomedical Devices that use a Device Gateéway (i.e. Some IV Pumps
. .

H 1

H . . y reless Device Gateway il \Vired LAN|
E Biomedical Device Via LAN Access P Server E

H H

1 1
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= Will be part of the
foreseeable future where
many Biomedical Systems
can’t natively be integrated

= May be used to connect
devices that were not
originally designed to be
connected to the network

= May be a combination of
software and hardware
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Standardized Messages & Services Will

Connect Systems

= Biomedical Device Gateways

[ ESB (Enterprise Service Bus) Wl” manage groups Of
FSB (Facility Service Bus) } SyStemS
N = Translation/Filtering
Biomedical Time Services . .
DevoeCatehay | | NTR) Middleware will be used to
N ( | send and receive data that
Translation & Filtering Validate
J) U have not yet fully embraced
) [ dard I -lived
Alerting & Notification Extract, Egzr&sform,& Stan ar S Or Ong I
S systems that have not been
Secuirty retired
L . . .
) = Will use enterprise services
Other Services j Other Services |nCIUd|ng tlme SGI’VICES and
L

directory services
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IT Systems

— —— —— — — — —

= Translation, verification, and storage services

() receive and send data between Biomedical
. ) Systems and Care Delivery Systems
(o | = Data is received in known formats and verified
Systems that the data appears to be correct and for the
b . right patient
Pharmacy = Data is stored and indexed in appropriate Care
- /

Delivery Systems

= Translation services also perform ETL (extract,
transform, and load) operation to send data to
Biomedical Systems in a standard HI 7 format
such as patient demographics

\_ - - - ____
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Clinical Area Considerations

Ambulatory —
outpatient

Bedside -
inpatient!i

LAB Point-of-
Care-Testing

Telehealth

Visible Light

Primary Care —
thermometers, non-
invasive blood
pressure, weight
scales

ICU, CCU, Telemetry
Unit — physiological
monitors, ventilators,
Smart Pumps, Smart
Beds

Regional Lab -

Various Depts. — iStat,
glucometer, etc.

Home

Various Depts. —
photos, video clips

Point-in-time data collection. Minimal filtering required.
Large number of systems. Cost is a significant driver.

Biomedical Systems collect data continuously. Protocol
translation may be required to convert proprietary
formats to HL7. Filtering is required to reduce total
volume of data stored to only clinically relevant data.
Need for a wide variety of available bedside device
drivers.

Lab regulatory requirements. Specialized test
equipment. LIS (Lab Information System) usually
includes lab test equipment integration.

Lab regulatory requirements apply to POCT (Point-of-
care-testing) devices. Mini-LIS capability required.
Need a wide variety of POCT drivers.

Data collected by patients. There is an increased
chance for error where the device may be used by
another family member. Data sent in batches a couple
times a day. High volume likely to be in the millions.

Data collected by visible light devices are images.

Some architectural components not required; No Patient Hub.
Product selection is likely to be different than inpatient to reduce
cost. Greater use of centralized data center infrastructure with
reduced requirement for the facility to operate in a major disaster.

All architectural components required. Product selection driven by
the need to support critical clinical procedures and ensure patient
safety. Configuration redundancy. Local infrastructure to support
essential care services.

Specialized system. Tight integration between LAB test equipment
and the LIS. Interface to other Care Delivery Systems are through
the LIS. Kaiser currently uses Cerner for the LIS.

Tight integration with Mini-LIS. Interface to other Care Delivery
Systems are through the Mini-LIS. Kaiser currently uses LDS
AegisPOC.

Components shown in Facility portion of the Architectural Overview
(Figure 3) are replaced by ‘Black Box to Kaiser’ consumer devices
which are likely to be Continua certified. Central data aggregation
before processing which may be at an ASP.

Imaging . Covered in image integration. Images may be wrapped in 'E®
DICOM and stored in PACS and Medical Image Data Stores.

ion



Indirect vs. Direct Association

Indirect association:

= Dependent on accurate admission, transfer, and discharge
processes

= Data passed from Biomedical Systems to Care Delivery Systems
should contain placeholders for Patient ID

Direct association:

=  Where patients are associated with the Biomedical System at the
bedside, mobile and Biomedical Systems will direct the need for
direct patient association
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Building on Other Architectures

Time & Time Synchronization Services Architecture

Patient / Device Association

. Enterprise Data Architecture
Architecture

ETL Services

Data Quality Services

Meta Data Services

Master Data Services

laaS (Information as a Service)

Bedside Device Integration
Architecture
(this document)

Patient Hub

Smart Adapters

Biomedical Devices
Biomedical Device Gateways
Translation & Filtering

Dynamic Network Segmantation
Architecture

Security Architecture

Not Started Work In Progress
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Thank you

Hal Wolf

Sr. Vice President & Chief Operating Officer
Kaiser Permanente, The Permanente Federation
Hal.Wolf@kp.org
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